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Osa oOyka ymosHaje IIOJa3HMKe ca: CaBpeMeHUM,
copuCTUIINpaHNM IIpeTmhaMa, cBIM ¢asama 1 Koparyma
jeAHOT yCIeNnIHOT Hallaja, KpeupameM U AUCTpUOYIIjOM
MaaBepa, aKTMBHOCTMMAa HaKOH YCIENIHO U3BPIIEeHOT
Haraza, POPeH3NIKOM aHaAM30M, IIPer1eA0M aKTUBHOCTI
KOje cy mperxoamae jorabajy, mperaes sammca Koje je
HalIlagay OCTaBMO 3a COOOM I caBpeMeHNM MeXaHU3MIMa
oaDpaHe 04 Hamaja.

Obyxa je 6asupaHa Ha geMOHCTpanujaMa, Koje JIHe heH
Hajpehn aeo. CBM moAasHMIIM aKTUBHO y4YeCTBYjy U CBe
BpeMe MOIY Ja paJje Ilapale/]HO ca IIpejaBadyyMa J TaKo
U caMI CTeKHy ocehaj Kako ce M3BoJe Hallagu, Kpenpajy
MaaBepu, aHaAu3upajy gorabaju. 3a speme oOyke KOpucTe
ce aKTyeAHN, HajkopuIrheHmnju aaaTin.

LI /bHA TPYIIA

Obyka je HamemeHa MOJAasHMIVMa y (PUHAHCUjCKIM
MHCTUTYyIMjaMa KOjU JKeJe Ja ce yIIO3Hajy ca HauMHIMa,
TeXHMKaMa ¥ aJaThMa 3a M3Bobheme Hamaja, camMum
HaraguMma u npermama 1o WT undpacrpykrypy n
oIepaTMBHO IIOCAOBambe, Te TeXHMKaMa U HadMHIMa
oaDpaHe 1 cy3bujarba MOTyhHOCTHU Aa ce Hamlaj U3BeJe.

ITPEAABAY

Azaexcangap Mupkosuh, Information security manager
and data protection officer, Sberbank a.d. Beograd. InfoSec
npodecroHaaly ca BUIIETOAUIILIM VICKYCTBOM paja y
HaHKaMa ¥ OOMMHIM TEOPHUjCKUM M ITPAKTUIHIM 3HambheM
u3 o6aacty nHPpopMaIoHe Oe3dbeJHOCTI.

ceMumap

BPEME 11 MECTO

Cemunap ce oap:kasa 29. maja 2019. roauHe, y BpeMeHY 04,
9 a0 17 gacoBa y mpocTopujama YApyskema 0aHaka CpOuje,
beorpag, byaesap kpasa Aaexcangpa 86, caaa Ha I crrparty.

CAAPXKAJ

1. Introduction and basic concepts

2. Identifying the target

e Passive Reconnaissance
e Active Reconnaissance

3. Network scanning and enumeration
4. Social engineering
* Phishing attacks
* Bot distribution
5. Sniffing
* MiTM
6. Password cracking and stealing
7. Hacking the system
* Exploits, Payloads, Auxiliaries, Posts
* Creation and distribution of Trojans, Viruses
¢ Stealth Trojans
8. Activities after exploitation
e Keylogger
e Backdoor

9. Denial Of Service attacks
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[TIPVJAB/bIIBAIBE
Korusanuja sa cemunap msHocu
Kpajmu pok 3a goctasbare npujase je 24. maj 2019. roanse. 4.000,00 annapa + ITAB.
ITpujaBy gocraBuTy Ha Meja: ITo Aobmjarby daxrype
centar@ubs-asb.com §OTM3auM]y YAV Ha patiyr
Apy>Kema OaHaka CpOuje

nau Ha ¢axkc: 011 30 20 787.

3AMEHA YVUYECHIKA

Y cayuajy 3aMeHe ydecHMKa IIOTpeOHO je 0 TOMe 0DaBe3HO 00aBecTUT!
opraHmM3aTopa ABa pajHa AaHa IIpe ceMMHapa I JOCTaBUTIU HOBY IIpHUjaBy.

AVYHN TIOAALTA

(MOAI/IMO TIOIMYHUTHM YUTKO MITaMIIaHUM CAOBI/IMa)

Mwme u npesume

Hucturyimja

Pagno mecto

Opranu3anuoHu
Jeo (cexTop)

ceMuap

160-348470-35
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